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•  PKCS11	
  
•  My	
  modified	
  dnssec-­‐signzone	
  
(opensslrsa_link.c	
  –	
  direct	
  pkcs11	
  –	
  no	
  engine)	
  

•  Only	
  need	
  	
  C_Sign	
  	
  	
  C_GenerateKeyPair	
  
	
  
	
  
	
  



•  Smartcard	
  =	
  1	
  sig/sec	
  	
  
•  OpenSC	
  
	
  
	
  



•  Open	
  source	
  PKCS11	
  for	
  TPM	
  =	
  
	
  	
  	
  	
  	
  	
  	
  Opencryptoki	
  and	
  Trousers	
  by	
  IBM	
  
•  1	
  	
  	
  	
  1024	
  RSA	
  sig/sec	
  
	
  
	
  



..or	
  this	
  	
  (from	
  .cr)	
  

Offline	
  Laptop	
  
with	
  TPM	
  

Online/off-­‐net	
  
DNSSEC	
  Signer	
  

with	
  TPM	
  

Generate	
  ZSKs	
  

Transport	
  
public	
  half	
  of	
  

ZSKs	
  

Generate	
  KSK	
  

Sign	
  ZSKs	
  with	
  
KSK	
  

Transport	
  KSK	
  
signed	
  DNSKEY	
  

RRsets	
   Sign	
  zones	
  
with	
  ZSK	
  

signed	
  
zone	
  

unsigned	
  
zone	
  

ZSKs	
  

KSK	
  

Secure	
  Off-­‐line	
  
Environment	
  



•  ATMEL	
  	
  AT97SC3204	
  	
  25	
  sig/sec??	
  
•  Generate	
  keys	
  inside	
  TPM	
  
•  A	
  cer@fied	
  RNG	
  
•  Private	
  keys	
  ALWAYS	
  encrypted	
  
•  Infinite	
  number	
  of	
  keys	
  
•  Backup	
  support:	
  TPM_CreateMigra@onBlob	
  
•  RSA	
  2048/1024	
  
•  Got	
  5-­‐10	
  sig/sec	
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