POTO 10010]
QOI1I01

DNSSEC trigger

NLnet
hutpiwvewninedabsal | abs

Thursday, June 21, 12


http://www.nlnetlabs.nl
http://www.nlnetlabs.nl

1010111001010
ool
1l

Executive
summary How to 9)et

PNSSEC to Your
machine, without
too much of @

headache

Thursday, June 21, 12



1010111001010
V] E—

Executive
summary How to get

PNSSEC to Your
w\,aohiwﬂ, without
too mueh of @

NLnet

2 Labs

Thursday, June 21, 12



FRRFLORR! £
1olol1ooIolo
oglriom
T EIQIC

3

Motivation

NLnet

Labs

Thursday, June 21, 12



B vl LA
1010 1O0L0 L0
00111¢
11111g
oolola

NLnet
Labs

4

Thursday, June 21, 12



B vl LA
1010111001010
QOI11010

T EIQIC
TRl

NLnet
Labs

4

Thursday, June 21, 12



Machine specifie ‘

Unbound
Anchor

ojul dJDHQ 3ulwodul

DNS Probes

<

unbound-control sets
Forwarding Config

[ /etc/resolv.conf J

user space

> Labs

Thursday, June 21, 12



Q101 10010101
oalriogin
FHITIO10100(
oololoalc
gooornnl

NLnet
Labs

6

Thursday, June 21, 12



LI PLIR ) L2 L) L L) | L] [LE WA
IOION 100101011 101 100
QOILIQIaLLIIrn

FHHIOTOI00001 11|

oololoaialllrooono

goooll 110111010
100010110
Q0011114
0010101 |
dnssec-trigger 0.11
results from probe at 2012-06-15 11:37:57
http ster.ninetlabs.nl (213.154.224.1): OK
cache 213.154.224 .34: OK
cache 213.154.224.24: OK
cache 213.154.224.33: OK
cache 213.154.224.23: OK
DNSSEC results fetched from (DHCP) cache(s)
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While you login you are insecure, for backwards compatibility, until

dnssec-trigger can detect web access. Probe {aLLS tD @61:
throwgh, are Yo

Skip this if you do not have to log in on this network.

Skip Log in

, PTUps uf ’ bing
tmm,g Just vl PYo

There is no web access on this network. Do you have to login for that? /

i a hotel?

\ pleables

DNSSEC and
opens browser

Jun 15

dnssec-trigger 0.11
results from probe at 2012-06-15 11:13:10

http fedoraproject.org (66.35.62.166): error wrong page content
cache 208.67.220.220: error no RRSIGs in reply
cache 208.67.222.222: error no RRSIGs in reply

DNS queries are sentto INSECURE servers. There is

no web access, perhaps you must do hotspot signon.
Please, be careful out there.

OK

I
The Network Fails to Support DNSSEC
The network you are connected to does not

the provided DNS caches, nor via contacting

internet directhy (it Altere trathe tn thice end) |
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Probe Results

dnssec-trigger 0.11
results from probe at 2012-06-1511:17:34

ssl443 213.154.224.3: OK

tcp80 213.154.224.3: OK

authority 199.7.83.42: error no answer, REFUSED
http ster.ninetlabs.nl (213.154.224.1): OK

cache 208.67.222.222: error no RRSIGs in reply
cache 208.67.220.220: error no RRSIGs in reply

DNSSEC results fetched from open resolvers over TCP

DNSSEC triggey

worked around the

Local DNS resolver
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dnssec-trigger 0.11 solver
results from probe at 2012-06-15 11:17:34 Local PNS re
ssl443 213.154.224.3: OK
tcp80 213.154.224.3: OK
authority 199.7.83.42: error no answer, REFUSED ——— ,1
http ster.ninetlabs.nl (213.154.224.1): OK ”qu
cache 208.67.222.222: error no RRSIGs in reply e &o
cache 208.67.220.220: error no RRSIGs in reply Ve,,L & I’LC’V
Aoy - (4
DNSSEC results fetched from open resolvers over TCP 0(206 o r
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running
dnssec-trigger

Mailing list for user experiences
http://open.ninetlabs.nl/mailman/listinfo/dnssec-trigger
Webpage

http://ninetlabs.nl/projects/dnssec-trigger/
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If you use our software then consider to support

NLnet Labs’ mission Financially:
NLnet
http://www.nlnetlabs.nl/labs/contributors/ = Labs

© 2006-2010 NLnet Labs
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